NHOOPMALIMOHHASA ITAMATKA JJISA OBYYAIOLIINXCA
JJIAA PASMEINEHUA HA OPULIUAJIBHBIX HHTEPHET-PECYPCAX

C KaxapIM TOJOM MOJIOJIC)KA B UHTEPHETE CTAHOBUTHCA OOJIBIIE, a IIKOJIb-
HUKU OJHU W3 CaMbIX aKTHUBHBIX MOjb3oBaTenedt PyHera. Mexay TeM, MOMHMO
OTPOMHOTI0 KOJIMYECTBA BO3MOKHOCTEHN, UHTEPHET HECET U MPOoOIeMbl. DTa NaMAT-
Ka JI0OJKHA TIOMOYb TeOe 0€30MacHO HaXOUThCS B CETH.

KomnbrotepHbIie BUPYCHI

KoMmnbroTepHbIli BHPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX MPOTrPaMM,
OTJIUYUTENILHOM OCOOEHHOCTBIO KOTOPOM SIBJISIETCSI CIOCOOHOCTh K Pa3MHOKEHHUIO.
B nomnonneHue Kk 3TOMy, BUPYChl MOTYT MOBPEAUTh WA MOJHOCTHIO YHUYTOXKUTh
Bce (pailsibl U JaHHbIE, MOJKOHTPOJIBHBIE TIOJIB30BATEII0, OT UMEHH KOTOPOro Oblia
3amylleHa 3apa)X€HHasl mporpaMMa, a TakKe MOBPEIUTh WM JaXe YHUYTOXKUTh
OTEpalMOHHYI0 CHCTEMY cO BceMHu (haiimamu B 1esoM. B OONbIIMHCTBE ClydaeB
PacCIpOCTPAHSIOTCS BUPYCHI U€pe3 UHTEPHET.

MeToabl 3a1IUTHI OT BPEIOHOCHBIX MPOTPAMM:

1. Ucnonp3yil COBPEMEHHBIE OINEPALMOHHBIE CUCTEMBI, UMEIOIIUE CEPbE3-
HBII YPOBEHb 3aIUTHI OT BPEAOHOCHBIX IIPOrpaMM;

2. IlocTostHHO ycTaHaBNWBail MayTu (MUQPPOBHIE 3aIUIATKH, KOTOPbIE aBTO-
MaTUYECKH yCTAaHABJIMUBAIOTCS C IEJIbI0 JOPaOOTKU MpOrpaMMbl) U Apyrue oOHOB-
JICHUS CBOCH oOmepanroHHOW cucTeMbl. CKayMBal MX TOJIBKO C O(HIIMAIBLHOIO
caiita paspadorunka OC. Ecnu cymiecTByeT pexuM aBTOMaTHYECKOro OOHOBIIE-
HUS, BKJIFOUH €TO0;

3. Paborait Ha cBOeM KOMITbIOTEpE MO/ MTpaBaMu MOJIb30BATENs, a HE aIMU-
HUCTpaTOpa. ITO HE MO3BOJUT OOIBITUHCTBY BPEIOHOCHBIX MPOrPaMM HWHCTAJIIH-
pOBaThCSI HA TBOEM MEPCOHATBLHOM KOMIIBIOTEPE;

4. Vcnionb3yld aHTUBUPYCHBIE ITPOTPAMMHBIE MPOAYKTHl W3BECTHBIX IPOM3-
BOJMTEIEH, C aBTOMAaTHYECKUM OOHOBJIEHUEM 0a3;

5. Orpanuyub pU3NYECKHUIA TOCTYI K KOMIBIOTEPY ISl HOCTOPOHHUX JIUII,

6. Vcrnonp3yit BHEITHHME HOCUTENM MH(OpMAIUK, Takue Kak (iemika, JucK
WK (ailsl U3 MHTEPHETA, TOJIBKO U3 TPOBEPEHHBIX NCTOUHHUKOB;

7. He oTkpbiBaii KOMIbIOTEpHBIE (DAMIIbI, TIOJTYUYEHHbIE U3 HEHAJEAKHBIX HC-
TOYHUKOB. J{axxe Te ¢ailsibl, KOTOpbIe MpHCcIan TBOM 3HaKOMbIH. Jlyurne yrounu y
HEro, OTIPABIISI JIU OH TeOe UX.

Cetu WI-FI

Wi-Fi - 370 He B[ TIepeiaun JaHHBIX, HE TEXHOJIOTHs, @ BCETO JIUIIb OpeH/I,
Mapka. Eme B 1991 roay HuaepiaHickas KOMIAaHHUS 3aperuCTpUpoBalia OpeH.
«WECA»», uto obo3nauano cioBocodctanue «Wireless Fidelity», xoTopsrit nepe-



BOJUTCS KaK «OECTIPOBOHAS TOUHOCTH.

Jlo Hamero BpeMeHHU Jomuia apyras abopeBuarypa, KOTopas sBISIETCS TaKOU
ke TexHojorueil. Oto abOpeBmarypa «WIi-Fi». Takoe Ha3BaHue OBLIO JaHO C
HaMEKOM Ha CTaHAapT BhICIIEH 3BYyKOBOM TexHukH Hi-Fi, 9To B mepeBoie o3Havaer
«BBICOKAsI TOYHOCTH Y.

Ja, OecrutaTHBIA UHTEPHET-IOCTYM B Kade, OTENSAX M adpOornopTax sSBISACTCS
OTJIMYHONM BO3MOXKHOCTHIO BbIXOZa B MHTEpHET. HO MHOrMe sKCnepThl CUUTAIOT,
yro obmmenoctynasie Wi-Fi cetn He sBisiroTcst 0e30nacHBIMHU.

CoBeTsl 110 6€301acHOCTH paboThI B 00mmeaocTymHbIX ceTsax Wi-fi:

1. He nepenaBaii cBoro JuuHy0 HHGOpMaIUio yepe3 obmenoctymnabie Wi-
Fi cern. Paboras B HuUX, )eJlaTreabHO HE BBOJIUTH MApOJH JIOCTYIA, JIOTHHBI U
KaKue- TO HoMepa;

2. Vcnonp3yii 1 OOHOBIIAM aHTUBUPYCHBIE IPOrpaMMbl U Opanamayep. Tem
caMbIM Thl 00€30IacHIllb ce0s1 OT 3aKaYKH BHpPYyca Ha TBOE YCTPOWCTBO;

3. IIpu ucnonszoBannu Wi-Fi otkiroun Gynknuio «O0mmit goctyn k daii-
JaM U mpuHTepam». JlaHHas QyHKIUS 3aKphITa IO YMOJYAHUIO, OJJHAKO HEKOTO-
pbI€ TOJIb30BaTENIM aKTUBUPYIOT €€ JUIsl yI00CTBa MCMOJIb30BaHUs B paboTe WU
yueoe;

4. He wucnonws3yin nyommunslidi WI-FI nns nmepenaum NHYHBIX  TaHHBIX,
HaIpUMeED IS BEIXOA B COIMATBLHBIE CETH WU B AJICKTPOHHYIO MOYTY;

5. Wcnonw3y#i TobKO 3anuiieHHoe coequnenue yepe3 HTTPS, a ue HTTP,
T.C. IpH Habope BeO-aapeca BBoaM nMeHHO «https://»;

6. B moOmieHOM Tenedone orkitoun Gyukiuto «[lonkmouenne k Wi-Fi as-
ToMaTudecku». He momyckail aBTOMaTH4YeCKOro MOJKIIOUEHUS YCTPOIMCTBA K ce-
TsiM Wi-Fi 6e3 TBoero cornacusi.

CouunanbHble CETH

ConuanbHble CETU aKTUBHO BXOJAT B HAIYy KU3Hb, MHOTHE JIOU paboTaroT
Y )KMBYT TaM TIOCTOSIHHO, a B Facebook yxe 3aperucrpupoBan munnap 4enoBek,
YTO SIBJISIETCS OJTHOM CebMOM BCEX JKUTENeH miaHeTsl. MHOTHE MOoIb30BaTeNd HEe
MOHUMAIOT, YTO MH(OpMAIUs, pa3MelIeHHAss UMH B COIIMAIBHBIX CETAX, MOXKET
OBITH HaWJICHA U UCIOJIb30BaHA K€M YrOJHO, B TOM YHCIIe HE 00s3aTeNbHO ¢ Oa-
rUMU HaMEPEHUSIMU.

OCHOBHBIE COBETHI IO 0€30MACHOCTH B COIMMAIBHBIX CETSIX:

1. Orpanuub CIHUCOK JApy3ei. Y TeOs B APY3bAX HE JOJKHO OBITH Clydai-
HBIX U HE3HAKOMBIX JIIOJICH;

2. 3anmuiiail cBOI 4acTHYIO *KU3Hb. He yka3piBait maponu, TenedoHsl, aape-
ca, JIaTy TBOCTO POXACHUS U APYTYIO JUIHYIO WH(OOPMAIHIO. 3I0YMBIIIICHHUKA
MOTYT HCIIOJIH30BaTh Jake MHGOPMAIIHIO O TOM, KaK Thl M TBOM POJIUTEIH TJIAHU-



pyeTe MpOBECTH KaHUKYJIbI,

3. 3amumiail CBOIO pemyTaluio - JAepKU €€ B YUCTOTE U 3ajaBaii cebe Bo-
IpoC: XOTeN Obl Thl, YTOOBI APYTrHU€ MOJIb30BATEIN BUJEIHU, YTO Thl 3arpyKaelb?
[Toxymaid, mpexJie 4eM 4TO-TO ONyOJIMKOBATh, HAIIMCATh U 3arpy3UTh;

4. Eciu Thl TOBOPHILG C JIFOJAbMH, KOTOPBIX HE 3HACIllb, HE UCTIONB3YH CBOE
peaibHOE UM M APYTYIO JIMYHYIO WH(DOpPMAIUU: UMsI, MECTO JKHTEIbCTBA, MECTO
y4eObl U MPOUEe;

5. U3beraii pasmenienus ororpaduii B IHTEpHETE, TlIe Tl M300pakeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO OIPEIEIUTh TBOE MECTOIOJIOKEHUE;

6. [Ipu perucrpanuu B cCOUMAIBLHON CETH HEOOXOIUMO MCTIOIb30BATh CIIOXK-
HBIE TTAPOJIH, COCTOSIINE U3 OYKB U IIU(P U C KOTUIECTBOM 3HAKOB HE MEHee §&;

7. 1t colMaibHOW CETH, MOYTHl U IPYTUX CaUTOB HEOOXOIUMO HCIOJB30-
BaTh pa3Hble napoau. Tornaa ecau Te0s B3JIOMAIOT, TO 3J0YMBIIUIEHHUKH MOITYy4YaT
JOCTYI TOJBKO K OJHOMY MECTY, a HE BO BCE Cpasy.

DJIEKTPOHHBIE JICHBI'U

DJEeKTPOHHBIE IEHBIH - 3TO OYEHb YAO0OHBIN CIIOCO0 MaTexKel, OAHAKO Cy-
[IECTBYIOT MOILIIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JIC€HbIU.

DNEeKTpOHHBIE IEHBIYW MOSIBUIMCh COBCEM HEAABHO MU MMEHHO M3-3a 3TOrO
BO MHOT'MX I'OCYJapCTBax JI0 CUX IIOP HE MPOMKCAHO PO HUX B 3aKOHAX.

B Poccum xe oHM (DyHKIIMOHUPYIOT M O HUX YK€ MPOMKHCAHO B 3aKOHE, IJe
WX pa3JesioT Ha HECKOJIbKO BUIOB - aHOHUMHBIC M HE aHOHWMHbIC. Pa3Huiia B
TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcsi MpoBOAUTH onepanuu 0e3
UAEHTU(PUKALIMY TI0JIb30BATENsA, @ B HEAHOHUMHBIX MAECHTU(UKAIMS MT0JIb30BATENS]
ABJISIETCS 00S3aTENbHOM.

Taxxe cnenyer pa3inuyarh 3JIEKTPOHHbIE (UATHBIE IEHbIU (PaBHBI rOCy1ap-
CTBEHHBIM BJIIOTaM) W JJIEKTPOHHBIC He(HaTHBIC NEHBIU (HE paBHBI rocyiap-
CTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI 110 0e30macHoi paboTe ¢ ANEKTPOHHBIMU JICHbraMU:

1. IIpuBsiku K cueTy MOOWIBHBIN TenedoH. DTO camblil yaO0OHBIH U OBICT-
pBIi c10c00 BOCCTAHOBUTH AOCTYH K cuery. [IpuBsizanHblii TenedoH MOMOXKeT, ec-
U 3a0y7enib CBOM IUIATEXHBIM Mapojib WM 3aijelllb HA CAUT C HE3HAKOMOTO
YCTPOWCTBA;

2. Ucnonw3yit onHopa3oBbie napoiu. Ilociie nepexona Ha yCUIEHHYIO aBTO-
puzaiuio Tede yxke He OyIeT yrpoXKaTh OIMTACHOCTh KPaKU UJIW TIepexBaTa IuIaTex-
HOT'O MapoJs;

3. Boibepu cnoxsbiii mapons. [IpectynmHukam OyneT HE MPOCTO yrajaathb
CJIOXHBIN napoib. HagexxHble maposu - 3To napoiid, KOTOpble COAepKaT HE MEHee
8 3HAKOB M BKJIIOYAIOT B C€0SI CTPOUYHBIE U MPOMHUCHBIC OYKBBI, IIUPPHI U HECKOJIb-



KO CHMBOJIOB, TaKM€ KakK 3HaK Jojulapa, (pyHTa, BOCKIMUATEIbHBIM 3HAK U T.II.
Hanpumep, $tRONg!;;

4. He BBOJIM CBOM JINYHBIE JaHHBIE HA CalTax, KOTOPHIM HE JIOBEPSCIIIb.

DJIEeKTpOHHAs TTo4Ta

DJIEKTPOHHAS MOYTa - 3TO TEXHOJOTHS U MPEAOCTABISIEMBIE €10 YCIYTH 10
MEPEChUIKE U MOTYUYEHHUIO 3JIEKTPOHHBIX COOOIICHHH, KOTOPBIE PACTIPENETSIOTCS B
KOMIIBIOTEpHON ceTh. OOBIYHO JIEKTPOHHBIN MOYTOBBIN SIIUK BBITJISIAUT CIETY-
IOLMM 00pa3oM: UMA_IOJIb30BaTENsI(@UMs_JoMeHa. Takxke Kpome nepeaadu npo-
CTOT'0 TEKCTa, UMEETCsI BO3MOKHOCTh MepeaBaTh (Daitibl.

OCHOBHBIE COBETHI 110 O€30MaCHON paboTe C AJIEKTPOHHOM MOYTOM:

1. Hago BbIOpaTh NpaBUIIBHBIA IOYTOBBIA cepBUC. B uHHTEpHETE ecTh
OrPOMHBIN BBIOOp OECIUIATHBIX IMOYTOBBIX CEPBUCOB, OJHAKO JYYIIE JOBEPSATH
TEM, KOT'O 3HA€IlIb U KTO NIEPBBIM B PEUTHHIE;

2. He yxa3piBaii B TuuHOM nouTe nuHyto uH(opmaruto. Hanmpumep, mydie
BbIOpATh «My3bIKaIbHBIA (haHaT@» unu «pok2013» Bmecto «remal3»;

3. Hcnonp3yil AByX3TaHYIO aBTOPHU3ALMIO. DTO KOI/1a IOMUMO Hapos
HY>KHO BBOAUTH KOJI, TPUChUIaeMbIi o SMS;

4. BpiOepu cHOXKHBIN 1apoib. s KaXaoro MmodtroBOro siHKa JOJKEH
OBITH CBOM HAJCKHBIN, YCTOMYHMBBIN K B3JIOMY MapOJib;

5. Eciin ecTb BO3MOYKHOCTH HAmMCaTh CaMOMY CBOHM JIMYHBIM BOIIPOC, HC-
MOJIB3YH 3Ty BO3MOXKHOCTb;

6. Mcronb3yil HECKOJBKO MOYTOBBIX SAIIMKOB. [IepBhIil 111 YacTHOU Tepe-
IIACKU C aJpecaTaMH, KOTOPBIM ThI JOBEPSIENIb. JTO JIEKTPOHHBIA apeC HE HAZIO0
UCIIOJIb30BaTh MPU PErucTpanuy Ha opyMax u cailtax;

7. He otkpbiBail (ailsibl ¥ Ipyrue BIOKEHUS B MHUCbMax, Jake €CIU OHU
MPUIILTA OT TBOUX JApy3ei. Jlydie yTouHu y HUX, OTIPABISIN JU OHU TeOe ITH
daiir;

8. Ilocne okoH4aHWsi pabOTBl HAa MOYTOBOM CEpPBHCE IEpPEl 3aKPBITUEM
BKJIQJIKU C CAUTOM HE 3a0y/lb HA)KaTh Ha «BBIATHY.

KubepOyniuHr uinv BUpTyaabHOE U3EBATEIHLCTBO

KubepOymuHr - nmpecienoBanue COOOIIEHUSIMHU, COJEPIKAIUMU OCKOpOIIe-
HUSI, arpecCUlo, 3alyruBaHue; XyJUraHCTBO; COIMAIbHOE OOMKOTUPOBAHHUE C TO-
MOIIbIO PA3IMYHBIX UHTEPHET-CEPBUCOB.

OcHoOBHBIE COBETHI IO 60pbOE ¢ KUOEPOYITUHTOM:

1. He Opocaiics B 60ii. Jlyumiuii cnoco0: mocoBETOBAThCSA Kak ce0sl BECTH U,
€CJIM HET TOro, K KOMy MOKHO OOpaTUThCS, TO BHaYalle yCIOKOUThCs. Eciu Thl
HaYHEllb OTBEYaTh OCKOPOJICHUSIMM Ha OCKOpOJIEHHUS, TO TOJBKO €IIe OOJIbIIEe
Pa3oXOKeITb KOH(IIUKT;



2. Yrpaisii cBoel kubeppernyTanuei;

3. AHOHUMHOCTh B ceTH MHUMas. CylIecTBYIOT CIOCOOBI BBISICHUTH, KTO
CTOUT 32 aHOHUMHBIM aKKayHTOM;

4. He cTouT BECTHM XYJIMIaHCKUU 0Opa3 BHPTyaJbHOW XU3HU. MHTEepHET
(dukcupyeTr Bce TBOM JIEUCTBHSI U COXpaHSET MX. Y IaluTh UX OyJeT KpaiiHe 3a-
TPYJIHUTEIIBHO;

5. Cobnrogait cBOIO BUPTYaJbHYIO YECTh CMOJIONY;

6. UrHopupyii equHu4HbIA HeratuB. OAHOPa30BbIE OCKOPOUTENbHBIE CO00-
IIEHUS Jy4liie urHopupoBaTh. OOBIYHO arpeccusi MpeKpamaeTcss Ha HavdalbHON
CTaJuu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMU, B
COLIMAJIBHBIX CETSIX €CTh BO3MOXKHOCTh OJIOKMPOBKH OTIIPABKH COOOIIEHMI C OTIpe-
JICJICHHBIX aJIPECOB;

8. Ecnu b1 cBUneTens kubepOysummara. TBOM AEHCTBUS: BHICTYIIUTH IPOTUB
npeciieIoBaTelis, IoKa3aTh €My, YTO €ro JeUCTBUS OLIEHUBAIOTCS HEraTUBHO, MO/ -
JIepKaTh JKEPTBY, KOTOPOM HyXHa ICHXOJIOTMYECKas IMOMOILb, COOOIIUTH B3pOC-
JBIM O (haKTe arpeCCUBHOTO OBEACHUS B CETH.

MoOwibHBIHN TenedhoH

CoBpemennbie cMapThOHBI W TUIAHIIETHI COAEpKAaT B ce0e BIIOJIHE
B3pOCIIbIA PYHKIIMOHAJ, U TENEPb OHU MOT'YT KOHKYpUPOBAaTh CO CTAllMOHAPHBIMU
KoMIbroTepamu. OHAKO, CPENICTB 3AMUTHI TSI TTOI0OHBIX YCTPONUCTB TIOKA OYCHD
Mano. TecTupoBaHME U TOUCK YA3BUMOCTEH B HHUX TMPOUCXOJUT HE TakK
MHTEHCUBHO, Kak jyis [1K, To e camoe kacaeTcsi 1 MOOMJIBHBIX MPUITOKEHUH.

CoBpemeHHbIe MOOUIIbHBIE Opay3ephl y)Ke MPAKTUYECKH JOTHAIM HACTOJb-
HbI€ aHAJIOTH, OJHAKO paciiupeHue (yHKIIMOHAJIa BJIEYET 3a COO0OM OOJIBIIYIO
CJIOKHOCTh M MEHBIIIYIO 3aIMILEHHOCTb.

Jlaneko He BCe MPOU3BOAMTENU BBITYCKAIOT OOHOBJIEHMS, 3aKpbIBAIOIINE
KPUTUYECKUE YSI3BUMOCTH JIJIsl CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI /JIs1 6€30MaCHOCTH MOOMIIBLHOTO TenedoHa:

Huyero He siBisieTcsa mo-HacToseMy OecrulaTHbIM. Byab OCTOpOKEH, Bellb
Korja Tebe mpenararoT OecruIaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO IUJIATHBIE YCIYTH;

Jymaii, mpexae uem otnpaButh SMS, ¢oto mwin Buaeo. Thl TOUHO 3HAEIID,
r7ie OHU OyAyT B KOHEYHOM UTOre?

Heo0xonumo 0OHOBIISATH ONEPALIMOHHYIO CUCTEMY TBOETO CMapT(oOHa;

Hcrnonb3yit aHTUBUPYCHBIE POTPAMMBI ISl MOOWIJIBHBIX TeNle(OHOB;

He 3arpyxaii npunoxeHusi OT HEM3BECTHOIO MCTOYHHMKA, BEAb OHU MOTYT
coJiepKaTh BPEJOHOCHOE MTPOrpaMMHOE 0OecTieueHHE;



[Tociie Toro kak Thl BBIAJIENIL C CalTa, TJ1€ BBOAWI JIMYHYIO MH(OpPMALHIO,
3aiifii B HACTPOWKHU Opay3epa u yjaaiau COOKies;

[Tepuoanuecku mpoBepsid, KaKue TIaTHBIE YCIYTH aKTUBHUPOBAHBI HA TBOEM
HOMEpE;

JaBaii cBOil HOMep MOOUJIBHOrO TelieoHa TOJMBKO JIOJSAM, KOTOPBIX ThI
3HaelIb U KOMY JIOBEpSICIIb;

Bluetooth nomken OBITH BHIKIIIOYEH, KOTJIa ThI UM HE MOJb3yelibes. He 3a-
ObIBall MHOT 1A POBEPSATH ITO.

Online urpst

CoBpeMeHHbIe OHJIAWH-UTPBI - 3TO KPACOUHbIE, 3aXBATHIBAIOIINE pa3Bieye-
HUS, O0OBEIMHSIONINE COTHU THICSY YEIOBEK MO BceMy Mupy. Urpoku uccriemayor
JaHHBIA UM MUp, OOIIAIOTCS APYT C APYTOM, BBIMIOJIHSIOT 3aJIaHUsA, CPAXKAIOTCA C
MOHCTPAaMH M MOJYYarOT OMNbIT. 32 YAOBOJBCTBHE OHU IUIATST: MOKYIMAIOT JHCK,
OIJIAYMBAIOT A0OHEMEHT WM MPUOOPETAIOT KAaKUEe-TO OIIIHH.

Bce aTu cpenctBa uyT Ha MOJAEPKAHUE U PA3BUTHE UTPHI, a TAKKE HA CAMy
0€30I1aCHOCTh: COBEPIICHCTBYIOTCS CUCTEMBI aBTOPU3ALIMH, BBIIYCKAIOTCSI HOBBIC
naTyu (LUQpoBbIE 3aIIaTKU ISl IPOrPaMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momoOHBIX HWrpax CTOMT oOmacaThCsi HE CTONBKO CBOMX COIEPHHUKOB,
CKOJIBKO KpaXXM TBOEro Mapoiisi, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3ALUU
OOJIBIIMHCTBA UTP.

OcCHOBHBIE COBETHI 110 0€30MaCHOCTH TBOETO UIPOBOT0 aKKayHTa:

1. Ecnu npyroit Urpok BeneT ceds TUI0XO0 MIIM CO3/1aeT Tebe HEeNPUATHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Iloxanyiica aiMUHHCTPATOPAM WUIPhl HA IJIOXOE MOBEACHHE 3TOr0 UIPO-
Ka, JKeNaTelIbHO NPUII0KHUTh KaKHe-TO J0Ka3aTelbCTBA B BUJI€ CKPUHOB;

3. He yka3wiBaii muunyro nHGOpMAIIIIO B Tpodaiiie urpsl;

4. YBaxail Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBail HeopuMaibHbIC MATYA U MO/IbI;

6. Mcnonb3yi Cl0XKHBIE U pa3Hble TAPOJIH;

7. Jlaxe BO Bpemsi UTPBI HE CTOUT OTKJIIOYAaTh aHTUBUpYC. [loka T urpa-
elllb, TBOW KOMITBIOTEP MOT'YT 3apa3uTh.

OUIIMHT WK KpaXka JTUYHBIX JAHHBIX

OOBIYHOM KpaXkel JIeHEer U JTOKYMEHTOB CErOAHs Yy>K€ HUKOTO HE y/IHUBHIIb,
HO C pa3BUTHEM HHTEPHET-TEXHOJIOTUN 3JI0YMBIIUICHHUKHA EPEMECTUIIUCh B UH-
TEPHET, U MPOJIOJKAIOT 3aHUMATHCS «JTFOOMMBIMY JIETIOM.

Tak mosiBUIIach HOBasi yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DUIIUHT,
TJIaBHAs 11€J1h KOTOPOTO COCTOWT B MOJNYYCHUN KOHGUACHIINATBHBIX JTaHHBIX MOJTb-
30BaTelIel - JIOTMHOB W mapoiieli. Ha anrmmiickom si3eike phishing umraercs kak



¢ummnr (ot fishing - peiOHas joBs, password - mapoib).

OcHOBHBIE COBETHI IO 0OpHOE ¢ (PUITUHTOM:

1. Cneamn 3a cBOMM aKkayHTOM. Eciii Thl MOA0O3peBaellib, YTO TBOS aHKETa
ObUTa B3J10MaHa, TO HEOOXOAUMO 3a0JOKHPOBATh €€ U COOOLIUTH aJIMUHUCTPATO-
pam pecypca 00 3TOM Kak MOKHO CKOpEe;

2. Ucnionp3yit 6e30macHbie B€O-CAlThI, B TOM YHCIIE, MHTEPHET-Mara3nHoB U
MOMCKOBBIX CUCTEM;

3. Ucnonb3yil cinoxHble M pa3Hble napoiau. Takum oOpa3om, eciu TeOs
B3JIOMAIOT, TO 3JI0YMBIIIJIEHHUKHU MOJIYyYaT JOCTYH TOJBKO K OJJHOMY TBOEMY IPO-
b0 B CETH, a HE KO BCEM;

4. Ecnu 1e0s B3JIOMaIM, TO HEOOXOAMMO MPEAYIPEAUTH BCEX CBOMX 3HAKO-
MBIX, KOTOpbIE J00aBIEHbI y T€0sl B JAPY3bAX, O TOM, YTO T€Os B3JIOMaIH U, BO3-
MOHO, OT TBOEr0O UMEHHU OYyAET pacchulaThCA CIaM U CChUIKM Ha (DPUITUHTOBBIC
CalThI;

5. YcranoBu Hagexusiit napois (PIN) Ha MoOunbHBIN TenedoH;

6. OTKIIIOUM COXpaHEHUe Mapoiisi B Opaysepe;

7. He otkpbiBail Qaiibl U Apyrue BIOKEHUS B MUChbMAaX, JaKe€ €CIU OHHU
MPUIIUIM OT TBOUX Jpy3ei. Jlydille yTouHH y HUX, OTHPABIISUIM JU OHU TeOE ITH
(aitbl.

[udposas penyrarus

[MudpoBas penyrammsi - 3T0 HEraTUBHAs WIM MO3UTHBHAS WH(OpMaIus B
cet o Tebe. Komrnpomerupytomas nHpopMalius, pa3MelieHHas B UHTEPHETE, MO-
KET CEPbE3HBIM 00Pa30M OTPA3UTHCS HA TBOEU peanbHOM ku3Hu. «[ludposas pe-
MyTalus» - 3TO TBOW UMUK, KOTOPBIM dopmupyercss u3 uHdopmanuu o tedbe B
UHTEpHETE.

TBoe MecTo KUTEIbCTBA, Y4eObl, TBO€ (DMHAHCOBOE MOJI0KEHHUE, 0COOCHHO-
CTH XapaKTepa U pacckasbl 0 OJIM3KHX - BCE ITO HAKATUIUBAETCS B CETH.

MHorue noJipoCTKU JIErKOMBICJIEHHO OTHOCSITCS K MyOJUKAlUKU JTUYHOUN WH-
dopmannu B VHTepHeTe, HE MOHMMAsh BO3MOXKHBIX ToOciencTBUi. Thl naxe He
CMOJKEIlb AOrajaThCs O TOM, YTO (oTorpadus, pa3MelleHHas S5 JIeT Ha3aj, crajia
NPUYUHON OTKa3a MPUHATH TEOs Ha padoTy.

KomMmenTtapuu, pasmenienne TBoux gororpaduii u npyrue AeicTBUsS MOTYT
HE UCYE3HYTh JIaXKe IMOCJE TOr0, KaK Thl UX yJadullb. Thl HE 3HAENIb, KTO COXpa-
HWI 3Ty WH(OPMAIUIO, TI0MAaJia JIM OHA B MOMCKOBBIE CUCTEMbI M COXPAaHUJIACH JIU
OHA, a TJIABHOE: YTO MOAYMAlOT O TeOe OKpYyKarollue JI0I1, KOTOpble HalAyT U
yBUAAT 3T0. Haiitu nHdopmaliio MHOTO JIET CITYCTSI CMOXET JIF0OOH - Kak U3 100-
PBIX MOOYXKJICHUH, TaK U C HAMEPEHUEM MIPUIUHUTD BPEI. ITO MOXKET ObITh KTO

YTOJTHO.



OCHOBHBIE COBETHI MO 3alIUTE HU(PPOBOI permyTanuu:

1. Tlogymaii, mpesxie yeM 4TO-TO MyOJIMKOBATh U TIEpelaBaTh y ceds B Giiore
WJIM B COLIMAJIbHOM CETH;

2. B macTtpoiikax mpoduisi YCTAaHOBHM OTPaHUYCHHS HA MPOCMOTP TBOETO
npoUIIst ¥ €ro COEPKUMOTO, CIIETal €ro TOIBKO IS IPY3en»;

3. He pa3memniait u He ykas3piBail HHGOPMAIHIO, KOTOpas MOXKET KOro-Inoo
OCKOPOJIATH WIIH OOUXKATh.

ABTOpCKOE MPaBo

CoBpeMeHHBIE MIKOJFHUKH - AKTUBHBIE TOJB30BAaTENd LU(POBOTO TMPO-
cTpancTBa. OHAKO JAalieKO HE BCE 3HAIOT, YTO TMOJIH30BAHUE MHOTUMHU BO3MOXKHO-
CTsIMH TIM(PPOBOTO MUpa TpeOyeT COOII0ECHHS MpaB HA WHTEIUIEKTYaJbHYIO COO-
CTBEHHOCTb.

TepMuH «HMHTEMIEKTyanbHast COOCTBEHHOCTB)» OTHOCHUTCS K Pa3IUYHBIM
TBOPEHUSM YEJIOBEUYECKOTO yMa, HauWHAsl C HOBBIX M300PETEHMI M 3HAKOB, 000-
3HAYAOIINX COOCTBEHHOCTh HA MPOJYKTHI M YCIYTH, U 3aKaHUYWBass KHUTaMH, ¢o-
TorpadusmMu, KHHOPMWIBMaMHU U MYy3bIKQTbHBIMH MTPON3BEICHUSIMH.

ABTOpCKHE TpaBa - 3TO MpaBa Ha HMHTEIEKTYalbHYIO COOCTBEHHOCTb Ha
MIPOU3BEACHUS HAYKH, JTUTEPATYPhl U UCKYCCTBA. ABTOPCKHE IpaBa BBHICTYMAIOT B
KaueCTBE rapaHTUU TOTO, YTO MHTEIUICKTYaJbHBIN/TBOPUECKUI TPy aBTOpa HE Oy-
JeT HampacHBIM, IaCT €My CIIpaBeJIMBbIE BOZMOXXHOCTH 3apaboTaTh Ha pe3yibTa-
Tax CBOETO TPYJa, MOJIYYUTh W3BECTHOCTHh W Tpu3HaHue. HukTto 0e3 paspemieHus
aBTOpa HE MOXXET BOCIIPOU3BOIUTH €0 MPOU3BEACHHUE, PACTIPOCTPAHSITH, MyOINY-
HO JIEMOHCTPHUPOBAThH, MPOIaBaTh, UMIIOPTUPOBATH, IIyCKaTh B MPOKAT, MyOJIUTHO
UCIIOJIHSATh, MIOKA3bIBATH/UCTIONHATH B 3dupe uiu pazmeniats B UHTepHere.

Hcnonp30BaHne «TUPATCKOr0» MPOTPAMMHOI0 00ECTICUEHHUSI MOXKET MPHUBE-
CTH K MHOTHM PHCKaM: OT MOTEPH JAHHBIX K TBOMM aKKayHTaM N0 OJOKHUPOBKHU
TBOErO YCTPOWCTBA, T/I€ YCTaHOBJIEHA HeJerajibHas nporpamma. He crouT Takke
3a0bIBaTh, YTO CYIIECTBYIOT JIETAJbHBbIE M OECIUIATHBIE MPOTPaMMBI, KOTOPBIE
MO>KHO HalTH B CETH.

O noprane

CereBruoK.pd - TBOU TJIaBHBIA COBETYUK B CETH. 37€Ch Thl MOKEIIb y3HAThH
0 0€30MacCHOCTH B CETH MOHATHBIM U JOCTYIHBIM SI3bIKOM, & TPU BOZHUKHOBEHUU
KPUTUYECKON CHUTyallud OOpaTHTHCS 3a COBETOM. A TakKe MPUHATH Y4acTHE B
KOHKYpCaXx U CTaTh CaMbIM ITU(GPOBBIM IPAKIAHUHOM!



